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ABSTRACT

Drones in the contemporary landscape have transcended their initial public utility, expanding into various industries and
making significant inroads into the private sector. The majority of commercially available drones are presently equipped with
GPS receivers to relay location signals from artificial satellites, aiming to inform users about the drone’s whereabouts.
However, a notable drawback arises from the considerable distance over which these location signals travel, resulting in a
weakened signal intensity. This limitation introduces vulnerabilities, allowing for the possibility of location manipulation and
jamming attacks if the drone receives a stronger signal than the intended location signal from satellites. Thus, this paper
focuses on the safety assessment of drones relying on GPS-based location acquisition and addresses potential vulnerabilities
in wireless communication scenarios. Targeting commercial drones, the paper analyzes and empirically demonstrates the
feasibility of GPS spoofing attacks. The outcomes of this study are anticipated to serve as foundational experiments for
conducting more realistic vulnerability analysis and safety evaluations.
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Fig. 6. GPS Spoofing Attack Experiment Results
(a. Normal GPS Signals, b. Forged GPS
Signals)

e O =ES e RE GPS &2Fd 34E
Amsigon, e 347k Fedt 349 4 2
35 Table 1.e vepsict. 442 "GPS %3
37 Aoy AF'w sz, 34 B o
JAME NFzel HdE=st AEE ] 95l
NASA2] ﬂﬂl"'ﬂ delHE thEReste 194, A
AF wlolHE &&ste] sz GPS As S
Ay 3l= 2?}71] HackRF One #AA& Eslo] 9
HxzE GPS A3 Fde 4l 3594, nirwe
2 928 Ass pAlshs 4lE 34 A T
Asle] Abg = 2o AL3l9dc)

EE AR GPS *J717} Hlfoﬂ 3

o

ofd
4

A= A, wlade] AlgE Felolelz Aw WA
Fo] BlseE AR} W dehde wef

o] wlgl Fd A SHEE GPS AzE A

spl, A4 9137} MR, =g de] Awu

Table 1. Results of GPS Spoofing Attack on
Commercial Drones
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